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1. SUBJECT

Radar Product Generator (RPG) Software Patch Release 5.1P.

2. PURPOSE 

This document provides load instructions to install Software Patch Release 5.1P.  These 

software patches are used to correct security problems associated with the current 

software build.  The authority for this modification is ECP 0203, Emergency Patch for 

March 15th Harris Scan High Risk Findings.

For NWS and DoD sites, approximate downtime will be 15 minutes.  For FAA, with both 

channels operational, downtime will be minimal and equivalent to the time it takes to 

switch channels.

WSR-88D patches overlay WSR-88D software builds and cannot be installed unless the 

current build has been loaded.   For example, Software Patch Release 5.1P cannot be 

installed unless Software Build 5.0 has been installed.  However, when a new software 

build is released, patches that were previously distributed via stand-alone CD-ROMs will 

be integrated.  For example, the patches included in Software Patch Release 5.1P will be 

included in Software Build 6.0.

Since WSR-88D patches overlay the current WSR-88D software build, the RPG Control/

Status screen will continue to show the current build number in the lower right portion of 

the screen.  For example, once Software Patch Release 5.1P is installed, the RPG HCI 

will still show B5.0: Jan 30 2004.

For additional information concerning this document, contact the Radar Operations 

Center (ROC) WSR-88D Hotline, Norman, OK; phone number: (800) 643-3363 or (405) 

573-8900 or by e-mail at NEXRAD.Hotline@noaa.gov.  An electronic copy of this 

document can be found at the following Internet address:

www.roc.noaa.gov/ssb/sysdoc/techman/tmlinks.asp

3. SITES AFFECTED

See ATTACHMENT 4.

4. ESTIMATED COMPLETION DATE

This modification must be reported completed no later than 10 days after the date the kit 

was shipped from the ROC.

5. EQUIPMENT AFFECTED

Radar Product Generator Group.
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6. SPARES AFFECTED

Not applicable.

7. MODIFICATION ACCOMPLISHED BY

Site electronic systems analysts and/or electronics technicians will accomplish this task.  

One technician is required to perform these procedures.

8. MATERIAL REQUIRED

The following parts are required to accomplish this modification:

* Site will provide.

9. SOURCE OF MATERIALS

Kits are requisitioned by the ROC Retrofit Management Team and shipped at no cost to 

the site.

10. SPECIAL TOOLS AND TEST EQUIPMENT REQUIRED

Not applicable.

Nomenclature Qty

CD-ROM, RPG PATCH RELEASE 5.1P 1

3.5 inch Floppy Diskette - Formatted * 1
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11. TIME AND PERSONNEL REQUIRED

* Depending on the number of processors.  Estimate 15 minutes per RPG, MSCF or 

BDDS.

12. DOCUMENTS AFFECTED

Not applicable.

13. VERIFICATION STATEMENT

This modification was successfully installed at the Radar Operations Center, Norman, 

OK.

14. DISPOSITION OF REMOVED AND REPLACED PARTS/MATERIALS

Not applicable.

15. PROCEDURES

Perform the procedures:

• ATTACHMENT 1, RPG PATCH INSTALLATION INSTRUCTIONS

• ATTACHMENT 2, BDDS PATCH INSTALLATION INSTRUCTIONS

• ATTACHMENT 3, MSCF PATCH INSTALLATION INSTRUCTIONS

Work Phases Work-hours

Unpacking 0.25

Disassembly 0.0

Installation * .75

Assembly 0.0

Operational Check 0.0

Total Work-hours 1.0
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16. FAA DISTRIBUTION

This directive is distributed to selected offices and services within Washington 

headquarters, the William J. Hughes Technical Center, the Mike Monroney Aeronautical 

Center, regional Airway Facilities divisions, and Airway Facilities field offices having the 

following facilities/equipment:  NXRAD.

17. CHANGES TO TABLE OF CONTENTS (FAA)

This chapter will be included in the next revision to the table of contents for FAA Order 

6345.1, Electronic Equipment Modification Handbook - Next Generation Weather Radar 

(NEXRAD).

18. RECOMMENDATIONS FOR CHANGES (FAA)

Forward any recommendations for changes to this directive through normal channels to 

the National Airway Systems Engineering Division, AOS-200, Operational Support.

19. REPORTING INSTRUCTIONS

a.  NWS

Report the completed modification of  each equipment that is upgraded using the 

Engineering Management Reporting System (EMRS) according to the instructions in 

NWS Instruction 30-2104, Maintenance Documentation, Part 4 and Appendix E. 

Include the following information on the EMRS report:

- The appropriate equipment code (RPG, MSCF, BDDS) in block 7.

- The appropriate serial number in block 8.

-  A Mod No. of S25 in block 17a.

A sample EMRS report is provided as ATTACHMENT 6.

b.  DoD

Update the AFTO Form 95 to show TCTO compliance.  Report TCTO compliance in 

accordance with TO 00-20-2, Table 3-10, Rule 9.
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c.  FAA

Enter this directive number, date, and chapter number on the appropriate FAA Form 

6032-1, Airway Facilities Modification Record.

Use the Maintenance Management System (MMS) application Log Equipment 

Modification (LEM) function to report the completion of this modification.  Verify N is in the 

REP COD field to ensure the log entry will be upward reportable to the national data base 

for access by AOS.  This directive should be entered into the LEM fields as follows:

(1) FAC/SERV:  NXRAD

(2) LOC/IDENT:  55 BA

(3) Short Name:  SYS

(4) Order No.:  6345.1

(5) Chapter:  47

(6) Change:  53

d.  DoD

Complete ATTACHMENT 5 and return the information to the ROC by one of the four 

methods below:

(1)  Mail Address: Program Branch, Configuration Management Team

WSR-88D Radar Operations Center

3200 Marshall Ave., Suite 101

Norman, Oklahoma 73072-8028

(2)  Fax Number: (405) 573-3480

ATTN: Configuration Management Team

(3)  E-mail Address: NEXRAD.CM.comments@noaa.gov

(4)  Web Version: http://www.roc.noaa.gov/ssb/logistics/completion.asp
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ATTACHMENT 1

RPG PATCH INSTALLATION INSTRUCTIONS

A1

Tools/Materials Required:

• CD-ROM, RPG PATCH RELEASE 5.1P

• 3 1/2-inch Floppy Diskette (site to provide) (not applicable to RPG Sunfires)

Initial Conditions:  

• Software Build 5.0 must be installed.

• Individual loading the software must have the passwords for a regular user account and 

the root account.

Procedures:

Step Action/Response Comments

1 If not logged in, log in as a regular site user.

2 For FAA only:

If both channels are operational, the patch can be 

installed on the inactive channel first.  Then change 

channels to install the patch on the second channel 

once it is inactive.  Go to step 7.

3 If there is not an HCI, open one.  In a Terminal 
window, at the user: prompt,

enter:

hci  &<Return>

To open a Terminal window, right 

click on an open screen, select Tools, 

then select Terminal.

The HCI will be used to send out a free 

text message and to put the RDA into 

Standby

4 RPG Sunfires:  Perform steps 16 through 23 for 

each RPG Sunfire.  Re-establish applicable RDA 

feeds for each RPG instance.
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ATTACHMENT 1 (Continued)

RPG PATCH INSTALLATION INSTRUCTIONS

A2

5 At the HCI, send out a free text message using the

Console Messages window under the 

Applications column.

Click on the Console Messages icon.

Click on ALL Destinations under the Other
category.

Click on ALL Destinations under the Class 1
category.

Click on the Outgoing Messages: edit block to 

reposition the cursor.

Using the keypad, enter the desired message.

State: The xxxx radar will be down for approximately 

15 minutes for RPG Patch Release 5.1P software 

loading. Estimated time back on line will be ____ 

GMT. 

Click on the Send button.  Response in Feedback 

line of the HCI will read: Sending Console 
Message.  

Click on the Close button to close the window.

6 Send out any other applicable free text messages,

emails, or make phone calls to any other agencies

that require notification of your site being off-line.

Step Action/Response Comments
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RPG PATCH INSTALLATION INSTRUCTIONS

A3

7 For NWS and DoD:

In the RDA box, click the Control button.  The RDA

Control/Status window opens.

In the RDA State section, click on Standby and 

Yes.

Click on Close to close the RDA Control/

Status window.

For FAA only:

Go physically to the RPG on the inactive/non-

controlling  channel.  The inactive/non-controlling 

RDA is already in Standby.  Continue with the next 

step.

For NWS and DoD: The RDA will be in 

standby state with the antenna in park 

prior to the software being loaded.

8 In the RPG box, click the Control button.  The RPG 

Control window opens.

In the Shutdown section, click on Off and Yes.

Click on Close to close the RPG Control 

window.

9 In a Terminal window, at the user: prompt,

enter:

save_adapt_floppy<Return>

This starts the RPG adaptation data

save program.

10 When the following message appears:

---> Saving Adaptation Data
---> Insert a new floppy into the
floppy drive
---> Hit return when ready

Insert a new diskette in the RPG processor, then

enter:

<Return>

This continues the RPG adaptation

data save program.

Don’t use an old diskette with previous 

adaptation files.

Step Action/Response Comments
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RPG PATCH INSTALLATION INSTRUCTIONS

A4

11 When the following message appears:

---> Mounting floppy
---> Saving RPG adaptation data to 
/floppy/floppy0
Saving RPG adaptation data . . .
Saved adaptation data into rpg . . .

User is returned to the user: prompt.

This completes the RPG adaptation

data save for Software Build 5.0.

NOTE

A check is now made automatically to ensure the new adapt file is on the 

diskette.  If it is not, an error will appear that reads: 

         --->ERROR: Unable to save adaptation data.  Check floppy!
                      Floppy may be bad or write protected.

If this message appears, go back to step 9, using another diskette.

12 At the user: prompt, 

enter:

eject<Return>

Electronically dismounts the diskette 

and insures the file is placed on the 

diskette.

13 When the Removable Media Manager window

opens and states the floppy can now be manually 

ejected, click on OK.

The following message also appears:

/vol/dev/rdiskette0 ... can now be 
manually ejected.

The diskette can now be manually ejected. 

Press the button under the disk drive and remove 

the diskette.

Step Action/Response Comments
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RPG PATCH INSTALLATION INSTRUCTIONS

A5

14 Move the write protect tab to the write protect

position.

Label the diskette with the following information:

RPG B5.0 - Backup Adaptation Data

Date the backup was made

Site ID

Store this diskette in a safe location.

15 Exit out of Common Desktop Environment (CDE) by 

clicking the Exit button on the CDE Font Panel 

(bottom of display) and OK at the Logout

Confirmation window.

This leaves the CDE and the CDE 

login reappears.

16 At the CDE Login Screen, login as root using the 

appropriate root password.

17 Open the CD-ROM drive at the RPG. 

Place the CD-ROM labeled RPG PATCH RELEASE 

5.1P in the CD-ROM drive.

Close the cradle.

18 A File Manager window will be displayed after 

approximately 20 to 30 seconds.  Close this window 

by clicking on File and then selecting Close.

19 In a Terminal window, at the # prompt, 

enter:

/cdrom/cdrom0/ROC_update<Return>

Takes approximately 2 minutes for the script to 

complete.  If you receive an error, contact the WSR-

88D Hotline.

The script automatically loads the 

patches from the CD-ROM.  If there 

are patch installation problems, the 

script will remove any patches it tried 

to install, display error messages and 

exit.

Step Action/Response Comments
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RPG PATCH INSTALLATION INSTRUCTIONS

A6

NOTE

The following messages will now be displayed.  Proceed to the next 

step.

# /cdrom/cdrom0/ROC_update

Using /cdrom/cdrom0 as path to patches

/export/home/roc/.SUNpatch.log: No such file or directory

/export/home/roc/.ROCpatch.log: No such file or directory

Descending into /cdrom/cdrom0/BLD5.1P

Attempting to install patches from /cdrom/cdrom0/BLD5.1P/SUNpatch

Successfully installed SUN patch 110615-10 in /cdrom/cdrom0/BLD5.1P/SUNpatch

Successful install of patches from /cdrom/cdrom0/BLD5.1P/SUNpatch

WARNING: No ROCpatch directory found in /cdrom/cdrom0/BLD5.1P

A # prompt returns.

20 At the # prompt, 

enter:

eject  cdrom<Return>

21 The CD-ROM drive at the RPG will open.

Remove the CD-ROM labeled RPG PATCH 

RELEASE 5.1P from the CD-ROM drive and place it 

in the protective case.

Close the cradle.

22 At the # prompt,

enter:

reboot<Return>

A CDE Login window appears.

23 Login as a normal user.

24 In a Terminal window, at the user: prompt,

enter:

hci  &<Return>

Step Action/Response Comments
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RPG PATCH INSTALLATION INSTRUCTIONS

A7

25 In the RPG box, click the Control button.  The RPG 

Control window opens.

In the Restart section, click on All Tasks and Yes.

The RPG state changes to Operate.

Click on Close to close the RPG Control 

window.

26 For FAA only:

Once the security patch has been placed on both 

channels, skip to step 34 and perform it on both 

channels to verify the patch was successfully 

loaded.

27 For NWS and DoD:

In the RDA box, click the Control button.  The RDA

Control/Status window opens.

In the RDA State section, click on Operate and 

Yes.

Verify the state changes to Operate and then click 

on Close to close the RDA Control/Status 

window.

28 For FAA only:

In the active channel’s HCI:

In the RDA box, click on the Control button.  The 

RDA Control/Status window opens.

In the RDA State Section, click on Standby and 

Yes.

29 For FAA only:

Go to the Channel 2 HCI.

In the RDA box, click on the Control button.  The 

RDA Control/Status window opens.

Step Action/Response Comments
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RPG PATCH INSTALLATION INSTRUCTIONS

A8

30 For FAA only:

Click on the padlock in the upper right hand corner 

of the window.

Click on the URC button and enter the URC

password in the Password: edit box.

31 For FAA only:

In the Redundant Control section, click on the 

appropriate button to change control to the non-

controlling channel on which the security patch was 

just installed. 

Click on the Yes button when the warning_popup 

window appears.

32 For FAA only:

Once the new channel becomes Active/Controlling, 

place it in Operate.

In the RDA box, click on the Control button.  The 

RDA Control/Status window opens.

In the RDA State Section, click on Operate and 

Yes.

33 For FAA only:

Repeat steps 7 to 26 on the other channel.

NOTE

The following command is used to ensure the patch was successfully 

loaded.

Step Action/Response Comments
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ATTACHMENT 1 (Continued)

RPG PATCH INSTALLATION INSTRUCTIONS

A9

34 In a Terminal window, at a user: prompt,

enter:

patchadd  -p  |  grep  110615-10<Return>

If a single line output similar to the following is 

displayed, the patch was successfully loaded.

Patch: 110615-10 Obsoletes: Requires: 
109326-02...

If you only receive another prompt, then the patch 

has not been loaded.  Repeat this attachment for a 

second time.  If the load is still unsuccessful, contact 

the WSR-88D Hotline.

For FAA only:

Repeat this step on both channels.

35 When the applicable equipment at your site has 

been completely loaded with Software Patch 5.1P 

(i.e., RPG, MSCF, and/or BDDS), ensure the RPG 

PATCH RELEASE 5.1P CD-ROM and a copy of this 

document is retained with your RPG SOFTWARE 

BUILD 5.0 load CD-ROMs.  

If any system (RPG, BDDS, or MSCF) is reloaded, 

this software note must be reaccomplished.

Step Action/Response Comments
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ATTACHMENT 2

BDDS PATCH INSTALLATION INSTRUCTIONS

B1

Tools/Materials Required:

• CD-ROM, RPG PATCH RELEASE 5.1P

Initial Conditions:  

• Software Build 5.0 must be installed.

• Individual loading the software must have the passwords for a regular user account and 

the root account.

Procedures:

Step Action/Response Comments

1 Remote BDDS sites, proceed to step 4.

2 Press the <Scroll Lock> key twice to display the 

Selection Menu.

3 Using the keyboard arrows,  and , select Local 

BDDS and then press the <Return> key.

4 If currently logged in, exit out of Common Desktop 

Environment (CDE) by clicking the Exit button on 

the CDE Front Panel (bottom of display) and OK at 

the Logout Confirmation window.  

If the display is locked, enter the root password to 

clear.

5 At the CDE Login Screen, login as root using the 

appropriate root password.

6 Open the CD-ROM drive at the BDDS. 

Place the CD-ROM labeled RPG PATCH RELEASE 

5.1P in the CD-ROM drive.

Close the cradle.

7 A File Manager window will be displayed after 

approximately 20 to 30 seconds.  Close this window 

by clicking on File and then selecting Close.

8 At the # prompt,

enter:

bddsadmin  stop<Return>

Performs an orderly shutdown to the 

software.
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ATTACHMENT 2 (Continued)

BDDS PATCH INSTALLATION INSTRUCTIONS

B2

9 At the # prompt, 

enter:

/cdrom/cdrom0/ROC_update<Return>

Takes approximately 2 minutes for the script to 

complete.  If you receive an error, contact the WSR-

88D Hotline.

The script automatically loads the 

patches from the CD-ROM.  If there 

are patch installation problems, the 

script will remove any patches it tried 

to install, display error messages and 

exit.

NOTE

The following messages will now be displayed.  Proceed to the next 

step.

# /cdrom/cdrom0/ROC_update

Using /cdrom/cdrom0 as path to patches

/export/home/roc/.SUNpatch.log: No such file or directory

/export/home/roc/.ROCpatch.log: No such file or directory

Descending into /cdrom/cdrom0/BLD5.1P

Attempting to install patches from /cdrom/cdrom0/BLD5.1P/SUNpatch

Successfully installed SUN patch 110615-10 in /cdrom/cdrom0/BLD5.1P/SUNpatch

Successful install of patches from /cdrom/cdrom0/BLD5.1P/SUNpatch

WARNING: No ROCpatch directory found in /cdrom/cdrom0/BLD5.1P

A # prompt appears.

10 At the # prompt, 

enter:

eject  cdrom<Return>

11 The CD-ROM drive at the BDDS will open. 

Remove the CD-ROM labeled RPG PATCH 

RELEASE 5.1P in the CD-ROM drive and place it in 

the protective case.

Close the cradle.

12 At the # prompt, 

enter:

reboot<Return>

Software will start automatically during 

reboot.

Step Action/Response Comments
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ATTACHMENT 2 (Continued)

BDDS PATCH INSTALLATION INSTRUCTIONS

B3

13 Login as a normal user.

NOTE

The following command is used to ensure the patch was successfully 

loaded.

14 In a Terminal window, at a user: prompt,

enter:

patchadd  -p  |  grep  110615-10<Return>

If a single line output similar to the following is 

displayed, the patch was successfully loaded.

Patch: 110615-10 Obsoletes: Requires: 
109326-02...

If you only receive another prompt, then the patch 

has not been loaded.  Repeat this attachment for a 

second time.  If the load is still unsuccessful, contact 

the WSR-88D Hotline.

If there are no user accounts on the 

BDDS, login as root and enter this 

command.

15 When the applicable equipment at your site has 

been completely loaded with Software Patch 5.1P 

(i.e., RPG, MSCF, and/or BDDS), ensure the RPG 

PATCH RELEASE 5.1P CD-ROM and a copy of this 

document is retained with your RPG SOFTWARE 

BUILD 5.0 load CD-ROMs.  

If any system (RPG, BDDS, or MSCF) is reloaded, 

this software note must be reaccomplished.

Step Action/Response Comments
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ATTACHMENT 3

MSCF PATCH INSTALLATION INSTRUCTIONS

C1

Tools/Materials Required:

• CD-ROM, RPG PATCH RELEASE 5.1P

Initial Conditions:  

• Software Build 5.0 must be installed.

• Individual loading the software must have the passwords for a regular user account and 

the root account.

Procedures:

Step Action/Response Comments

1 Exit out of Common Desktop Environment (CDE) by 

clicking the Exit button on the CDE Front Panel 

(bottom of display) and OK at the Logout

Confirmation window.

2 At the CDE Login Screen, login as root using the 

appropriate root password.

3 Open the CD-ROM drive at the MSCF. 

Place the CD-ROM labeled RPG PATCH RELEASE 

5.1P in the CD-ROM drive.

Close the cradle.

4 A File Manager window will be displayed after 

approximately 20 to 30 seconds.  Close this window 

by clicking on File and then selecting Close.

5 In a terminal window, at the # prompt, 

enter:

/cdrom/cdrom0/ROC_update<Return>

Takes approximately 2 minutes for the script to 

complete.  If you receive an error, contact the WSR-

88D Hotline.

The script automatically loads the 

patches from the CD-ROM.  If there 

are patch installation problems, the 

script will remove any patches it tried 

to install, display error messages and 

exit.
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ATTACHMENT 3 (Continued)

MSCF PATCH INSTALLATION INSTRUCTIONS

C2

NOTE

The following messages will now be displayed.  Proceed to the next 

step.

# /cdrom/cdrom0/ROC_update

Using /cdrom/cdrom0 as path to patches

/export/home/roc/.SUNpatch.log: No such file or directory

/export/home/roc/.ROCpatch.log: No such file or directory

Descending into /cdrom/cdrom0/BLD5.1P

Attempting to install patches from /cdrom/cdrom0/BLD5.1P/SUNpatch

Successfully installed SUN patch 110615-10 in /cdrom/cdrom0/BLD5.1P/SUNpatch

Successful install of patches from /cdrom/cdrom0/BLD5.1P/SUNpatch

WARNING: No ROCpatch directory found in /cdrom/cdrom0/BLD5.1P

A # prompt appears.

6 At the # prompt, 

enter:

eject  cdrom<Return>

7 The CD-ROM drive at the MSCF will open. 

Remove the CD-ROM labeled RPG PATCH 

RELEASE 5.1P in the CD-ROM drive and place it in 

the protective case.

Close the cradle.

8 At the # prompt, 

enter:

reboot<Return>

Software will start automatically during 

reboot.

9 Login as a normal user. 

10 When the Master System Control Function

window opens, click the RPG HCI button.  The RPG

Control/Status window opens.  The system 

should now be operational.

Step Action/Response Comments



NWS: EHB-6, Software Note 25

DoD:  TO 31P1-4-108-623

FAA:  EEM Modification Handbook 6345.1 CHG 47, Chap 53

ATTACHMENT 3 (Continued)

MSCF PATCH INSTALLATION INSTRUCTIONS

C3

NOTE

The following command is used to ensure the patch was successfully 

loaded.

11 In a Terminal window, at a user: prompt,

enter:

patchadd  -p  |  grep  110615-10<Return>

If a single line output similar to the following is 

displayed, the patch was successfully loaded.

Patch: 110615-10 Obsoletes: Requires: 
109326-02...

If you only receive another prompt, then the patch 

has not been loaded.  Repeat this attachment for a 

second time.  If the load is still unsuccessful, contact 

the WSR-88D Hotline.

12 For NWS only:  Repeat steps 1 through 11 for each 

NWS, DoD or FAA MSCF location at your site.

13 When the applicable equipment at your site has 

been completely loaded with Software Patch 5.1P 

(i.e., RPG, MSCF, and/or BDDS), ensure the RPG 

PATCH RELEASE 5.1P CD-ROM and a copy of this 

document is retained with your RPG SOFTWARE 

BUILD 5.0 load CD-ROMs.  

If any system (RPG, BDDS, or MSCF) is reloaded, 

this software note must be reaccomplished.

Step Action/Response Comments
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NWS: EHB-6, Software Note 25

DoD:  TO 31P1-4-108-623

FAA:  EEM Modification Handbook 6345.1 CHG 53, Chap 47

ATTACHMENT 5

RPG SOFTWARE PATCH 5.1P COMPLETION FORM

******** DoD Only will complete and return this form ********

NWS report completion through EMRS

FAA report completion through LEM

Site Name: __________________________________________________________________

Site Identifier: ________________________________________________________________

Total Time to Complete this Modification Document:  __________________________________

Technician’s Name(s):  _________________________________________________________

Technician’s Phone Number:  ____________________________________________________

Date Completed:  _____________________________________________________________

Problem(s) Encountered:

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

Upon completion of this form, return the information to the ROC using one of the four methods 

below:

1. Mailing Address: Program Branch, Configuration Management Team

WSR-88D Radar Operations Center

3200 Marshall Ave., Suite 101

Norman, OK 73072-8028

2. FAX  Number: (405) 573-3480

ATTN: Configuration Management Team

3. E-mail Address: NEXRAD.CM.comments@noaa.gov

4.  Web Version: http://www.roc.noaa.gov/ssb/logistics/completion.asp



ATTACHMENT 6 - SAMPLE EMRS REPORT


